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Abstract: Internet worms can propagate across networks at terrifying speeds, reduce network security to a remarkable extent, 
and cause heavy economic losses. Thus, the rapid elimination of Internet worms using partial immunization becomes a 
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1  Introduction

An Internet worm is a type of malicious code capable 
of duplicating itself and propagating across the 
Internet. The code red worm in 2001, Slammer worm 

��KHHG��_������������
��KHHG���
���������
��KHHx��
����%����?��������
��KHH\������������`����������
Internet worms, which have caused heavy economic 
losses and tremendous social panic/F�G2. Network 
experts considered Internet worms the highest 

security risks on networks[4]. Especially, with the 
��������������� �
�� {�	� @{�����������	

���L�� �
��
threat of Internet worms can be expected to become 
increasingly serious for network security. Therefore, 
combating worms is an impending task for defenders. 
_���������
����������
�
��������������
�
����������
and biological viruses, numerous mathematical 
models describing worm propagation have been 
��������� ��� ������ �����¸� ��
��
���� 
�� �
�� �����
decade/G�]�\2. Mathematical modeling is important in 
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determining effective methods against Internet worms 

���
�������� ������
��
�������
��������
�������
��
���
the effects of defending methods. Many models and 
tools have been proposed to address the dynamic 
attacking behaviors of worms and effectively counter 
attacking them under different conditions, e.g., time 
delay/�2���������
��[10], and antivirus software[11]. All the 
���������������������������
��"{T������
������
���
��
model[12]��	
��"{T�������
���������������?����������
it assumes that a susceptible host becomes infectious 
immediately after contacting with an infected one. 
Actually, many worms have an exposed period during 
which susceptible hosts are infected but are not yet 
contagious. To overcome this drawback, a new model, 
�������
��"�{T������������ 
�����������	
��"�{T�
model incorporates an exposed class[13]. Immunization 
is one of the commonly used methods for controlling 
������
�
���
��������¸���������
��/Fx�FB2. However, 
all of the models assumed that the vaccine hosts 
obtained full immunization. This is not consistent 
�
�
�����
����%���
���
��������¸����
����������
����
users or network administrators cannot immunize 
the entire host population in real networks. In other 
�������
��
��������
��������������
�������
����
���
���
for the vaccine hosts. Thus, partial immunization as a 
fungible and feasible method for eliminating worms 
has been used for predicting and controlling infectious 
diseases/F^�F�2. In many worm propagation models, the 
bilinear infection rate ���[15,16]is used, where, � and 
� denote the number of susceptible and infectious 
hosts, respectively. The saturated infection rate ����
@F�!�L������������
�������������%�����������"�
��[20], 
where ���@F�!�L� ����
������ �������� �� �������
���
�������
���
�����������������F�@F�!�L�����������
��
restrain effect of susceptible hosts on the infected 
hosts[21]. The saturated infection rate ����@F�!�L� 
��
more rational than the linear rate ���"�_�������
����?���
the effect of the infected hosts into consideration. 
	
������������ 
�����
��������
���������������������
used in many epidemic models/KF�Kx2. This paper 

�����������������"��{T���������������� �
��"�{T�
model. Contrary to the existing models, the proposed 
"��{T������� 
���������
�
�����
��� 
����
���
���
and saturated infection. Thus, it is a novel worm 
propagation model with partial immunization. This 
��������������
����
��"��{T�������
���������
��������
studying the effects of some security countermeasures 
��� ����� ��������
���� _�� �
����� ��� �
�� ���
��
reproduction number, we prove the global stabilities 
������ 
�����
�����������
�
��
�����
�����������
����
�����
�� ���
�
��
���� _�������� �
���� �
�����
���
results, we propose some effective countermeasures 
for eliminating worms. 

This paper is organized as follows: In Section 2, 
��� ���������� �
�� �`�������"��{T���������

�
�
discusses two important factors, i.e., a partial 
immunization and a saturated incidence rate, and 
obtains the basic reproduction number. In Section 
3, we resolve the global stability problems of the 
���
�
��
�����{��"���
���x���������
����
���
�����
���
results and propose some defending methods. Section 
5 concludes the paper.

2  Mathematical formulation of the 

SVEIR model

	
��"��{T��������`�������
�������
����"�{T�������
by incorporating a saturated incidence rate and a 
partial immunization rate. The host population N 
is divided into five classes and a host at any time t 
can potentially be in one of the following groups: 
susceptible, vaccinated, exposed, infectious, 
recovered, which are denoted by �, V, E, �, R, 
respectively. � is the class of susceptible hosts, V is 
the class of partially immunizing hosts, E is the class 
of exposed hosts, � is the class of infective hosts, and 
R is the class of recovered hosts. The host population 
N at time t is represented by N@tL��@tL�V@tL�E@tL��@tL�
�R@tL��	
�������
�������
�
�������
��
�����
���
����
��
�
��������
���������
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Figure 1��"����������
�
����
����������
��"��{T������

In Fig.1, # is the constant recruitment rate of the 
host population, $ denotes the natural death rate of 
the host population, and � denotes the death rate 
for a worm attack on infectious hosts. Let � be the 
transmission rate of a worm attack when susceptible 
hosts have contact with infected ones, p the fraction 
of recruited hosts that are vaccinated. Let % be the rate 
at which the vaccine wanes. The emergence of this 
scenario is due to worm variants. Let ! represent the 
parameter measuring the inhibitory effect. Let ����@F�
��!�L�����
������������
�����
���������� the rate at which 
exposed hosts become infectious, and & the recovered 
��������
��������
����������
������
������

�
���������
infected ones before obtaining immunization, have 
an infection probability with a transmission rate 
&��@H & FL/F\�F�2. &���H��������
����
������
������
hosts obtain the full immunization, while &� �� F�
����
����
����
������
����������������������������?��
Taking some real factors into account, we assume that 
the vaccinated hosts can obtain partial immunization, 
i.e. 0 < &�< 1. According to the previous assumptions, 
�
��"��{T��������������
����������
�
�����
���
immunization can be described by the following 
�����������
�������
��������
���!

��������@FL

Since the state R does not appear explicitly in the 

���������������
����
�����@FL���
�������
���������@FL�
is the same as the following system:

        @KL

*������������"��{T�������
��������������� �
���
are different from existing models. At the beginning 
of worm propagation, there is no available vaccine to 
eliminate infected hosts. The worm propagates with 
a saturated infection rate ����@F�!�L���

�
�
�������
reasonable than �����*�������������������������?����
using an intrusion detection system, we can study 
the related vaccine capable of defending against such 
a worm. Some newly arrived hosts are vaccinated 
through the vaccine, and no longer are infected. 
As a result, the model reduces the total number of 
vulnerable hosts and infected hosts.

�
�������
��������
����
��������
�����@KL, we 

����@��V�E��L¸ # $@��V�E�{L��	
����
��
������
���
���
������
����
������·�[�@tL�V@tL�E@tL��@tL2 #/$, thus 
the set

is positively invariant for model 
�����@KL. As a result, 
we study the stability condition of the model 
�����@KL 
on the set �.

{�� 
�����
�������� �
��� �
�������� 
�����@KL�
������

�����
�����������
�
��
����P0���@�0, V0��H��HL���
����

 . Let x���@E, �, V, �LT, 

�
����
��������
�����@KL����������������������

 ,

where
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 .

When differentiating �@xL������@xL��
�
���������
to E, �, V, �� ����������
��� �
������ �
�� 
�����
���

����� ���
�
��
���  , 

respectively, we obtain

 

 

	
���������������
������	
������K�
��T���/K]2���
��
���
�� ���������
������������� �
�������� 
�����@KL��
represented by R0 is given by

    
@GL

3  Stability analysis for equilibriums 

in SVEIR

	
�������
�����
�
��
���P*@�*, V*, E*, �*L�����
��������

�����@KL������������
��������
��������
��������
���!

�����������@xL

�
�������
����
��������
�����@xL�����
����

. Substituting V and � into the 

�
���������
������������ 
�����@xL��
�
��
��������
���
����
�������������������
���
��������
��������
��

where,  

_�����
������������
����������
�������
���

 ,

where 
 
 

 .

Supposing

 

For  . It is easily seen 
that F@HL�É�H�

Therefore ,  the  s ign  of  F ¸ @� L � 
 � � ����� 
�� ��
*�� �
�� ��
��� 
����� 
�� R0� É� F�� ��@�0 �� &'0L� ��

 .
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If ��É��0, F@�L�Ê�H��'�������������
�������
���F@�L���H�
only has a root �*��

�
���������`
����
��@H���0L���
���
R0 �F���
���������
�����@KL������
������
�����
��������
���
�
��
���P0@�0, V0��H��HL���
���R0�É�F���
���������
��
���@KL�
����
����
���������
�����
�
��
���P*@�*, V*, 
E*, �*L��`����������
��
�����
�����������
�
��
���P0.

3.1  Stability of infection-free equilibrium

The model 
�����@KL��������
������ 
�����
��������

���
 � 
�� 
��� .  P 0 

������������ ��� �
�������� ����
�
���������������
breakout. It is important to eliminate worms for 
defenders.
Proposition 1  �����
��������
�����@KL���
��
�����
���
��������
�
��
���P0 is locally asymptotically stable in 
the set � if R0 < 1.
Proof 1  According to P0���@�0, V0��H��HL���
��(����
���
matrix at P0�����
��������
�����@KL�
�

We easily obtain that it always has two negative 
eigenvalues (1� � ´�� ���� (2� �� $ %. The other 
�
�����������������
��������
��������
��������
��

��@]L

'��
�������������
���
�����������
����
�������@]L�

����������

����������@BL

where, C���@$��L@�$��������L �@��0���&�'0L�
If R0�Ê�F�� @$��L@$��������L �@��0���&�'0L�É�H��

�
����
������������������@BL����������
����	
����������
asymptotically stable condition of P0 is that (i< 0, for 
i���F��K��G��x���

�
������� �
������
�
��������
�
���
of the stability theory[26]. When R0ÉF��@$��L@$����L�

�@��0�&�'0L�Ê�H���

�
��������
���J@P0L�
������
�
a positive root and a negative root. Therefore, the 

�����
�����������
�
��
���P0 is an unstable saddle 
point. This completes the proof.
Proposition 2�������
��������
�����@KL���
��
�����
���
��������
�
��
�����
���P0 is globally asymptotically 
stable if R0  1.
Proof 2  To prove P0 is globally asymptotically 
stable, we construct the following Lyapunov function: 
L@E, �L����)���@$����L��.

The derivation of L@E, �L��
�
������������t gives

Furthermore, L¸��H�
�����������
������H��	
���� �
��
����������������
����
��������
��²@�, V, E, �L³L¸��Hµ�
��
the singleton {P0µ���
���R0 1, the global stability of 
P0����
�������"�������
����
�������
��
����[27]����"�������
invariance principle[27] implies that P0 is globally 
asymptotically stable in the set �. This completes the 
proof.

3.2  Endemic equilibrium and its stability

From the aforementioned computation, we know 
�
��� �
�������� 
�����@KL�
��� �
����
���� �����
��
���
�
��
���P*��	
�������
�����
�
��
���P* means 
that the worm does not die out when it appears. 
Finally, every class of the model reaches its stable 
state. �*, V*, E*, �* and R*������������������������$�`���
we investigate the local stability of the endemic 
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���
�
��
���P*��@�*, V*, E*, �*L�
Proposition 3  When R0ÉF���
�������
�����
�
��
���
P* is locally asymptotically stable in the region �.
Proof 3��	
��(����
�������
`�������@KL�����
�������
��
���
�
��
���P* is

where,  

 .

	
���� �
������������
����
�������
��
�������
���
can be described as

 ���������@^L

where, 

Through a simple computation, we obtain that 
H 1�C 1ÉH� � H 2�C 1C 2 C 3ÉH� � H 3�C 3H 2 C 1

2C 4ÉH��
H4�C3H3ÉH�

'�����
��� ��� �
�� �
���������T���
�P���
��/K\2, 

�����������
��� �
�������
�����
�
��
���P* is locally 
asymptotically stable. From the above discussion, we 

summarize the following conclusion.
In what follows, we use the geometrical approach/K�2�

to study the stability of the endemic endemic 
���
�
��
���P*.
Theorem 1  Consider the following systems[27]:

������������������������@\L
and its corresponding periodic linear system

�����������������������@�L

where,  is the second additive compound 
matrix of  and  is the 
���
������
��������@\L�

We make the following four assumptions:
FL� �
���� 
������������������
�������  and a 

��
�������
�
��
��� ;
KL�������
�����@\L����
������
��[�
������_���
`����

property;
GL����@�L�
����������
��������������������
����
��
��

solution x ��p@tL�������@\L��
�
�p@HL D;

xL�

	
�����
����
�������
�
��
��� ����������
�����@\L�
is globally asymptotically stable in the set �.
Proposition 4  If R0� É� F�� �
�� �����
�� ���
�
���
���
�
��
���P* is globally asymptotically stable in the 
set �.
Proof 4  If R0�É�F�������� 
�����@KL� 
����
�������
����������������
����
�������
�
������
�
��
���P* is 
locally asymptotically stable according to Proposition 3. 
	
����
��
�����
�����������
�
��
�����
���
�����������
according to Proposition 1. Furthermore, there 
exists a compact absorbing set  . Therefore, 
�������
������@FL�
�����

	
�� (����
�������
`���� �
�������� 
�����@KL� 
��
denoted by
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where, G1����@F�!�L�� G2����@F�!�L2, G3�&�' , 
G4�&���@$�%L�G5�$�����"

We choose the matrix H with H����
��@ 1, 1, 1, 
FL��{��
�����
�����������
������������
����������������

of HJ@PLH������������
�
����	
�����
��������
�����@KL�

��������
�
����	
����������������
���KL�
�����

Through an elementary row transformation of the 
matrix J@PL���������
�

 .

'�����
������[�����
�
���
��T���/GH2�� �
���������
additive compound matrix J[2]@PL� ��� J@PL� ���� ���
denoted by

 ,

where,

The second compound system of the model in 
���@KL��
�

�������
��
�������
���
�������
������

  @FHL

	�����
����
����
���������
�����@FHL�
����������
������

stable, we choose the following Lyapunov function:

Using the uniform persistence, we know that there 
is a positive distance between the orbit of P@tL���@�@tL��
V@tL��E@tL���@tLL����� �
���������������. As a result, 
there exists a constant c satisfying the following 

������
��!

��������@X, Y, Z, L, M, UL �6�����@�, V, E, �L P@tL�

Let ��²%, �µ��_���
�������������
������������
��
�
��������
���
������
�
��!

Therefore, we obtain

Then,

From the pervious formula, we have
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where,

������
��������@KL�������������
�

Therefore,

If % �, then � �� ���H��{��%< �, then �  

��� %�É�H��#����� �
�� ���������������������
����

 which 


���
��� �
��� @X@tL��Y@tL��Z@tL��L@tL��M@tL��U@tLL·H��
as t·���	
��������� �
�� �����������������������

�����@KL� 
����������
��������������	

�����
�
��� �
��
�������
���GL�

Let J@P*L���� �
��(����
�������
`���� �
�������� 
��
���@KL����P*, we obtain

	
��������� @ FL6 det@J@P*LL�É�H��	

�����
�
��� �
��
�������
���xL�

We verify all the assumptions of Theorem 1. 
Therefore, P* is globally asymptotically stable in �.

3.3  Worm epidemic control

Proposition 2 indicates that the combination efforts 
@����������������
����������
������R0L�������
�
�����
worm prevalence in the real networks. Under the 
"��{T���������
������������� 
�����
�����
��� ���
�������� �
�� 
�����
�������� ���
�
��
��� 
��������?�
administration.
Corollary 1  In order to eliminate worms, the partial 
immunization rate & should satisfy

��@FFL

Proof 5 �#�
������
����@GL�����[�����
�
���K�� �

��
corollary holds.

4  Numerical simulations

This section develops numerical experimental steps 
to examine our model and evaluates the effect of the 

��������������
�����{��
���
��������������������
��
��
parameters or real network traffic for our study, 
because many parameters in previous models are 
assumed according to their hypothesis. We choose 
the total host population N ��F�HHH�HHH��	
����������
scan rate of the Slammer worm is s���x�HHH�����
second[2]. The infection rate of the Slammer worm is 
����s�K32����G¶FH 7�������?�������������������Ë�����
$�����
���Ë�$���N, implying that the total number of 
hosts remains unchanged. Therefore, we set #���FHH�
and $�H�HHH�F������H�x������H�HK��%��H�HF���@HL��������
�\]��V@HL���FH��E@HL���H���@HL���]��R@HL���H��!���K��p���
0.2, ���H�HHH�F��&���H�H]��#�
����
��������������������
we can obtain the basic reproduction number R0���
H��H\�Ê�F��	
��������
��������������������
�
������
according to Proposition 1 and 2. Fig.2 illustrates the 
change trend of susceptible, infected and recovered 
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hosts when R0�
��H��H\���������
������������
��K��
��
��
clearly seen that the worm propagation is depressive, 
which is consistent with an analysis of the theory. 
Finally, all the infected hosts vanish, and reach a 
recovered state.
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In the second experiment, we change some related 
parameters about to guarantee R0�É�F���
���p���H�x�
and ����H�HHG�����
����R0�����\x^�ÉF��	
����
���
parameters remain unchanged. The simulation results 
are shown in Fig.3, where it can be seen that the 
number of susceptible, infected and recovered 
hosts eventually maintain positive values between 
0 and #�$, which indicates that the worm does not 

vanish, if worms are initially present. Finally, these 
�
���������������
��
�
�����
�
��
�����
����P*��@G\�H�x��
\G�]xG��\G�]K\L���

�
�
������
�������
�
�[�����
�
���
G�����x��	
����
���������
�����
�
��
���P* is globally 
asymptotically stable if the basic reproduction 
number is larger than unity.

To demonstrate that the effect of the partial 
immunization rate on infected hosts, we set the 
����
��� 
����
���
��������Ì� ����
����������������	
��
others parameters remain the same. Fig.4 shows 
that the effect of changing the partial immunization 
rate on worm propagations when &���H��H�F��H�G��
0.5, 0.7, respectively. Fig.4 shows that no hosts 
are infected when &� �� H�� �

�
� ������ �
��� ����

����� ��
�� ����� 
����
���
���� P�������� 
�� �����
world networks, it is very difficult to implement 
full immunization. As expected, a smaller partial 
immunization rate results in slowing down the 
worm propagation speed, more importantly, and 
decreasing the total number of infected hosts. The 
partial immunization rate & is related to many factors, 
such as the performance of network security devices, 
professional knowledge of the network administrator, 
and the security consciousness of users. As a result, 
in order to remove worms as soon as possible, we 
����
����
��������������������
������������
�����*����
the vaccine has been studied, computer users should 
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Figure 4  Effect of the partial immunization rate
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immunize their computers in a very short time, which 
would guarantee them reaching a smaller partial 
immunization rate &.

5  Conclusion and future work

	

�� ������ ���������� �� ������ �����
�� "��{T�
������ �����������	
��"��{T������� �`������ �
��
�����
����"�{T���������� 
���������
���������������
incidence rate and a partial immunization rate. 
More specifically, this study investigated the global 
�����
����
��
�������
��"��{T������������
����
��
Lyapunov function and a geometric approach. The 
theoretical analysis demonstrated that when the basic 
���������
����������
�����������
��������������������
�
��"��{T�������
������
�����
�����������
�
��
����
and is globally asymptotically stable. When the basic 
���������
���������� 
�� ������� �
�������� �
��"��{T�
������ 
��� �� ��
���� �����
�� ���
�
��
��� ���� 
��
globally stable. The simulation results are consistent 
�
�
� �
�����
���� ������
��� *��� ��������� "��{T�
model is expected to be highly useful to analyze the 
availability and efficiency of partial immunization, 
which becomes efficient if the partial immunization 
rate is very small. This is very helpful to eliminate 
worms as soon as possible.

In future, we plan to examine how to eliminate 
������� ��
�?����������� �
�
�� ��������
��� �������
networks after detecting the worms attack, and 
�`����� �
�����������"��{T������� ��� �����������
networks.
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